ATTENTION: CEOs, COOs, CIOs AND IT SUPPORT STAFF IN BANKS,
CREDIT UNIONS, MORTGAGE OR OTHER FINANCIAL INSTITUTIONS.

Has your system
been hacked?

How would you know? And what would you do?
Do you know the latest legal requirements
for your critical information?

Information Security Considerations for
the Financial Services Sector

Date: Thursday, October 2, 2003

Time: 8:30 a.m.—noon (Registration begins at 8:00 a.m.)

Location: Diamond Ballroom ~ Sheraton Hotel & Conference Center
870 Williston Road ~ Burlington, Vermont

Cost: FREE

In this short conference, you'll learn how to cost-effectively secure your business’ critical informa-
tion while keeping a budget, how to react to security incidents on your network, and some of the
information security requirements that are shaping the industry in this state.

[l Intrusion Detection Systems: How do they operate? How effective are they? Are they
a good investment for your business? Cliff Riggs of Proteris Group will take us on a tour of
the technology along with some considerations for implementation.

0 Incident Response: OK, you've found an intruder in your network. What do you do? Gary
Kessler of Vermont Information Technology Center (VITC)/Champlain College will outline the
steps that should be taken to respond to various network intrusion incidents.

0 The Role of Law Enforcement: When do you call the police? What steps can you take
to prevent financial crimes and frauds from occurring in your institution? Rick Garey of the
Essex Police Department will discuss working with law enforcement.

0 Relevant Legislation: How do the Gramm-Leach-Bliley Act and the new Sarbanes Oxley
legislation affect your information systems? What are their security implications? Matt Gibbs
of Proteris Group describes the impact of this legislation and how to integrate the require-
ments of these laws as you move forward.

0 Open Q & A: The conference will wrap up with a question and answer session with our
guest panelists.

TO REGISTER: Please call VITC at (802) 865-6402 or e-mail vitc@champlain.edu

Hosted by the Vermont Information Technology Center (www.vtinfotech.org)
Sponsored in part by a grant from the U.S. Department of Labor.




